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| GEEAKKAGF=JAK >GJ=0GJ<

In 2020, privacy is a major concern for 70% of Australians, and al®astLO
want more choice and control over their personal information.

These are among the key findings of olyustralian Community Attitudes to
Privacy SurveyACAPS), which for thedirtime in its 3Gyear history has
been conducted entirely online.

It also measures the impact of the COVIB outbreak on our views towards
HIAN9; Q 9F< HJGNA<=K ; JALA; 9D AFKA?@LK
at a unique point in time.

The surve reveals data privacy is now our top consideration when we are choosing a digital seXice
ahead of reliability, convenience and price. In an esmrolving digital environment, the actions we
take to maintain our privacy are changing, while our trustonganisations to protect our personal
information continues to decline.

Our concern about privacy is driven by experience. More than half of us experienced a problem with
how our data was used during the 12 months leading up to the survey, such as undangeketing
communications, or personal information being collected when it was not required.

Compared to 2017, when the survey was last conducted, Australians are more likely to view identity
theft and fraud as the biggest risks to privacy, along with datecurity and data breaches.

We also have strong views on misuse of our information. This includes being asked for information

L@9L <G=KFAL K== J=D=N9FL GJ @INAF? AF>GJE9LAGF
knowledge. In response, we amore likely to take certain actions to protect our privacy than in 2017

»Ksuch as deleting an app, denying permission to access our information, or clearing our browser

history.

Our comfort with certain data practices depends on the type of informaticoilected, the purpose
behind it, and the level of trust in the organisation involved. Australians appear more comfortable
with data practices where the purpose is clearly understodébr example, law enforcement using
facial recognition and video survddnce to identify suspects.

But we are concerned about businesses tracking our location through mabidleweb browses (62%)
and are generally reluctant to provide biometric information (66%)ommercial profiling activities
drive higher levels of discofort than government data practices.

This is an area of focus for regulators, including the OAIC, which is working towards a new privacy

; Gg<= >GJ KG; A9D E=<A9 9F< GFDAF= HD9L>GJEKHK 2 @=
manage privacy choies through transparent policies and better practices aroundnsent and will

strengthen protections for children and other groups with particular needs.

As the survey shows, most Australian parents strongly support more restrictions on business and
devices to protect the data privacy of children online. They want their children to be empowered to
use the internet and online services, but their data privacy to be protected in the digital environment.

Australian Community Attitudes to Privacy Survey 2020 Page4
oaic.gov.au



The COVIEA9 pandemic has also influenced our views altqarivacy. While half of all Australians
think privacy is more at risk generally during the pandemic, the majority are comfortable with
personal information being shared to comba&OVIB19and expect it to be protected.

Across the board, there is a strongpderstanding of why we should protect personal information
(85% agree) but Australians are less sure how they can do this (49% agree). The main reasons for not
doing more to safeguard privacy are lack of knowledge, lack of time and the difficulty of tbegss.

While myoffice provides a range of resources on simple stggeople can take to protect their privacy,
there are strong signals here for regulated entities on how to build consumer trust and confidence.

Business use of personaiformation should be contextual and related to purpose. In response to
perceived privacy risks, regulated entities need to strengthen measures to prevent data breaches,
such as investing in systems and staff trainiidaking it easier for Australians tcalae more control

and choice over the collection and use of their personal information will also differentiate a business
from its competitors.

Australians are more likely to trust a website or service if they have read the privacy policy. However,
only 20% read privacy policies and are confident they understand them. We want privacy policies that
are easier to understand, and feature standard, simple language (87%), a plain English summary
(86%), and use of icons as visual prompts (73%).

While there has ben a decrease in trust in organisations to handle personal information, the survey
points to other factors that increase trust and transparency, such as certification

As well as greater contraver their personal information Australians want to b@rotected against
harmful practices with 84% believingersonal information should not be used in ways that cause
harm, loss or distressAustralians also wanincreased rights around certain issuesich as asking
businesses to delete information (84%)

Thes insights are important to consider as we embark on a review ofRnigacy Act 1988d by the
Attorney-%=F = J 9DAK " =H91J LE=FLK 2 @= MKLJ9DA9F %WGN=JFE-=
fines and penalties for interferences with privacy.

Additional measures that enhance organisational accountability and facilitate meaningful self

management of privacy will be a focus of the reform process. It should also consider the need for
global interoperability of laws to reduce regulatory friction for busineaad enable economic growth,
and a framework that equips the OAIC with the right tools to operate as a contemporary regulator.

When our research on community attitudes to privacy began in the 1990s, the Privacy Act had limited
application to the private set G J g K O= @=9< AFLG L@= TPRIPK/J L@=
providing a further opportunity to ensure it is aligned with community expectations.

My office will use the findings of ACAPS 2020 to inform our input into the review of the Priva@néct,
our priorities for the coming years. We look forward to working closely with Australian Government
agencies and other organisations to build greater trust and confidence in the community that their
privacy and personal information is respected and piected.

Angelene Falk, Australian Information Commissioner and Privacy Commissioner
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Executive summary

The Australian Community Attitudes to Privacy Survey (ACAPS)®@2Eonducted between

February and March 2020 with a nationally representative sample of 2,866 unique respondents aged
18 years and over. Additional research was conducted in early April 2020 to measure changing
attitudes to privacy issues followingthe GODp »x GML: J=9Ck $GJ L@= >AJKL
inception in 2001, all data was collected online.

The main objectives of the 2020 survey were to:
9  provide insight on Australian attitudes towards privacy

1 understand the change in Australian attitudesnd behaviours over time through the
construction of longitudinal trend models

1 identify awareness of and concern about emerging privacy issues, related to new technologies
and to regulation, and

1 collect data to assist the OAIC as the national privacy regoil across policy, compliance, and
communications initiatives.
Main findings

Privacyis an important issudor most Australians Seventy percent consider the protection of their
personal information to be a major concern in their lif€he biggesprivacy risks identified by
Australians in 2020 are

1 identify theft and fraud (76%)

1 data security and data breaches (61%)

9 digital services, including social media sites (58%)

1  smartphone apps (49%), and

1  surveillance by foreign entities (35%) or Australiantities (26%).

Three in5 Australians (59%) have experienced problems with how their personal information was
handled in the past 12 months. The majority involvenwanted marketing communications or
having their personal information collected (with or Wiout consent) when this was not required to
deliver the service.

The behaviours Australians are most likely to consider a misusevaren:
i an organisation uses their personal information in ways that cause harm, loss or distress (84%)

1 information supplied to an organisation for a specific purpose is used for another purpose
(84%), and

1 apersonal devicaslistening to conversations and sharing this with other organisations without
their knowledge (83%).
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Concerns regarding data privacy are driven by a leélihat manycompanies routinely use personal
information for purposes that make Australians uncomfortable

Levels of comfort witlthe data practices obnline businesses including social media sites and other
digital platforms are low. They vary accontj to the nature of the organisation involved, the purpose
for collecting or using the data and the type of personal information collected

1 The Australian Government is generally more trusted than businesses with the protection of
personalinformation. Certain purposes are considered more legitimate than others, such as
public safety. Australians are slightly more comfortable with most instances of government use
of personal information than they were in 2017.

1 Australians are particularly ucomfortable with businesses tracking their location through their
mobile or web browser (62% uncomfortable) and keeping databases of information on what
they have said and done online (62% uncomfortable).

1 Australians are increasingly questioning data ptaes where the purpose for collecting

H=JKGF9D AF>GJE9LAGF AK MF; D=9JJ] OAL@ Xpb6 G>
AF>GJE9LAGF L@9L <G=KFML K== J=D=N9FL LG L @=
since 2017).

MostAustralians have a clear understanding efhythey should protect their personal information
(85% agree) buhalfK 9 Q L @=Q < E4O%agre€) FABON10@BCheir knowledge of privacy
as fair to poor, while 23% say their knowledge is excellent or verydg@@nethird (34%) feel they are

in control of their privacy, however just as many (34%) do not. This is not through lack of desire, as
87% want more control and choice over the collection and use of their personal information.

In line with this, Australinsare most likely to believe they shouldave:

1 theright to ask a business to delete their personal information (84%)

1 the right toaskagovernment agencyto delete their personal information (64%)
1 theright to seek compensation in the courts forbaeach of privacy (78%)
1

to know when their personal information is used in automated decisioraking if it could affect
them (77%)and

1 the rightto object to certain data practices while still being able to access and use the service
(77%).

Compared t02017, fewer Australians are taking measures to protect their privacy, in particular:
9 asking public or private sector organisations why they need personal information (down 16%)

1 choosing not to use an app on a mobile device because of concerns over hapgénsonal
information (down 13%)

1 shredding documents (down 11%), and

9 adjusting privacy settings on a social networking website (down 10%).
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Privacy regulation and reform

Eighty-three percent ofAustralians would like the government to do more to protettte privacy of
their data. Aquarter (24%) feel the privacy of their personal information is well protectedhile 40%
feel it is poorly protected.

On a prompted basis, half (48%) of Australians know about the Privacy Commissioner, an increase of
4%since2017. Australians are just as likely to report a misuse of privacy to the police (37%) as the
PrivacyCommissioner (38%). Twthirds (64%) of those surveyed are unaware that they can request
access to their personal information from business and governmagencies.This has not changed

since 2017.

Privacy policies

Onlylin 5 Australians (20%) read and are confident they understand privacy policieénternet
sites. The main reasons why Australians do not read privacy policies include the lengthd#ficulty
of the policies

Those who read privacy policies are much more likely to actively take measures to ensure the
protection of their privacy and personal information.

Australians strongly support measures to improve privacy policieanake them asier to read They
want to seestandard, simple language (87% suppoghd a plain English summary at the start of
every privacy policy (86% suppor{Jhere is also support (73%) for the use of icons as indicators that
certain activities are undertakendr example, if data is stored overseas.

| @AD<J=FAK HJAN9: Q

Australianparents provide thei children access to connected devices and digital services early in life
andareEGJ = DAC=DQ LG := ; GF; =JF=< 9: GML LY@Fhwy ; @AD<J
are particularly uncomfortable with businesses tracking the location of a chilidhout permission

(70%) and businesses obtaining personal information about a child and selling it to third parties

(69%).

Parents are very supportieof measuresttAF; J=9K= L @= HJIGL=; LAGF G> L@=A
educate children on these issues. The most appealing idea is that a company must provide important

data privacy information to children in clear language that is not misleading (85% support, 60%

strongly support).

Half of parents (47%) believe that they are doing everything they can to prdte@= A J pers@alD < A K
information. Thirteen percento not actively do anythind G HJ GL=; L L @=AJlack@AD< AK
of knowledge, time and difficultyare the main reasons given for not doing more.

Onaverage parents believe children shoulzk able toconsentto handing over their personal
information in exchange for an online servideom the age of 13, whichenerallycoincides with the
acquisition ofa mobile phone and more widespread use of social media
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Young Australians

Young Australians (:84) are more likely than older counterparts to kndwowto protect their
personal information (54%; cf. 49% overall, 43% aged over 50). However, they arikkdgdo
understandwhythey should protect their personal information (78%; cf. 85% overall).

Young Australians arthe least likely age group to believergtecting personal information is a major
concern intheir life (63% cf. 70% overalgnd the most likely tdbelieve it is too much effort to protect
the privacy of their data (39%; cf. average 30%).

Three in10(29%) believe therivacy of information anl data when choosing a digital service is
extremelyimportant, compared with the Australian average of 54%.

Compared to the average Australian, those aged2@Bare more likely to take control of their privacy
in the digital realm, but less likely to takeontrol outside this environment. Young Australians are
more likely to adjust settings on social media (51%; cf. average 46%), usdoalers, VPNs and
privacy-focused web search engines (40%; cf. average 32%) and change smartphone settings for a
higher kevel of privacy (43%; cf. average 35%)ey are less likely to shred documents (26%; cf.
average 41%) or to agbublic or private sector organisations why they nedakir information (20%;

cf. average 27%).

As with control,young Australians are alsmore likely to take action to protect their privacy. A
guarter (26%) of young Australians have changed a service provider due to privacy concerns (cf.
average 13%)They are more likely to have deleted an app (61% cf. average 57%) and request that
personalinformation is deleted (27% cf. average 23%).

Privacy and COVIE9

The main fieldwork for the 2020 ACAPS survey was conducted immediately prior to the QOVID
outbreak in AustraliaThe outbreak had anmpact on attitudes to privacy witthalf (50%)of
Australiansconsideringthat their privacy is more at risk in a COVIB environment than usuaand
almost half (48%being more concerned about the protection of their location information than they
were before the outbreakOverall,more Australians feetomfortable than uncomfortablewith the
protection of their personal information while using digital services at homering the COVIE19
outbreak, whether it is for work, studying or personal use.

The majority (60%) agree that sonmivacyconcessions mat be made to combat COWD® for the
greater good.The same proportion agree that concessiosiould not bepermanent Consent is still
important: more thanhalf (54%) are comfortable with the government using phone data to help stop
the spread ofCOVIBL9 with consent, whereas 29% are comfortabléth phone data being used
without consent.
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Introduction and background

The Australian Community Attitudes tBrivacy SurveyACAPJPis a longstanding study to evaluate the
awareness, understanding, behaviour and concerns abguitvacy among AustraliansThe survey was
first conducted in 20011t is commissioned byhe national privacy regulatorthe Office of the

Australian InformationCommissioner{OAIC) It provides longitudinal information on the attitudes
Australians hold regarding key privacy issues, their experiences and perspectives towards misuse of
personal data, as well as actions taken to protect thpnivacy.

Rapid growth of onlindusinesses, social mediand other digital platforms haspresented new

privacy and personal data considerations. The past decade has seen a dramatic sHif itype of

privacy risksAustralians faceand, in response, a change in thetypes ofconcerrs Australians hold
aboutprivacy. The 2020 survegtsoHJ GNA<=K AFKA?@L AFLG @GO MKLJ9DA
changed over time

Findings from thesurvey inform theOAI@ $trategic direction in policy developmentenforcament
and education and awareness priorities.

The main objectives of the 20Xurveywereto:
9  provide insight on Australian attitudes towards privacy

1 understand the change in Australian attitudes and behaviours over time through the
construction of longitudnal trend models

1 identify awareness of and concern about emerging privacy issues, related to new technologies
or to regulation, and

1 collect data to assist the OAIC as the national privacy regulator across policy, compliance and
communications initiatives.

The 202Gsurveyhas changedrom earlier waves of the studgnd addres®sa wide range of new

: GF; =JFKK 2@AK O9N= =PO9EAF=K ;,  hoinghsepahate st AN9 ; Q A
module that wassolely answered by Australian parenti.also explores privacyelated topics such as

biometrics, artificial inteligence and location data imore detail than before.

The main fieldwork for the 2020 survey was conducted immediately prior to the CQ9IButbreak in
Australia The response to the COVI® pandemic was rapidnd actions taken byovernment,
businessesand individualshad implications for privacy.In response to the pandemic, an additional
privacysurvey was conductedh early April, several weeks after the firghysicaldistancing rules
were applied in all Australian statesnd territories, to understand the impact oftheseeventson
Australian attitudes to privacy.
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Methodology

Overview

The 202Gsurveyis thefifth in a series of surveys initiated in 2001. The methodology has evobnest

the past two decadeso reach a representativeample ofAudraliaA population. Between 2001 and

2013 all interviews were completed via Computer Assisted Telephone Interviewing (CATI). In 2017,
the methodology shifted to a hybrid online/CATI methodology, where 800 surveys were conducted via
CATI and 1,000 were apleted online, reaching respondents via an onlimesearchpanel. In 2020, all
data was collected onlinewith 39% of the respondents recruited via telephone (including via human
operator andSMS to ensureit included respondents who are not members oéjd, online market
researchpanels.

Questionnaire development

The questionnaire was jointlgevelopedby Lonergan Research arttie OAIC. A comprehensive phase
of cognitive and pilot testing was undertaken to evaluate the questionnaire from a respondent
perspective and ensure that the questiongere clear, unambiguous and interpreted in the manner
intended.

Questionnaire length, sample size and modularisation

The 2017 survey was 30 minutes in length. It was split Bections (modules) and each respondent
was askedo answer2 of those3 modules.Average length of interview per respondemtas20 to 30
minutes.

In 2020, thaotal survey lengthwas increasedo 40 minutes.Theshift to a completely online data
collection methodologyenabled quicker completion othe surveyand the expansion of the
guestionnairefrom 49 questions in 2017 to 76 in 2020.

Thegoal in 2020 was teeplicate a sample size of n=1,500, but without the survey fatigue issues of a
40-minute survey. To achieve this, the survey was divided iftmodules of questions, of which

could be answered by any adult 18 or over in Australile fifth was only answered by parents or
carers of children aged 17 years and under. Each module was ar@&ind 0 minutes in length.
Respondents were encouraged and incentivisedanswer multiple modules, however they were not
permitted to answer more thar?2 modules in any iven day. Modules 1 and 2 were linked, as were
modules 3 and 4Respondents taking a break after the completion afie part of a linked module

were required to complete the second part of that module as a priorBgyond this, respondents

were allocated b the module where their combination of age, gender and location had the fewest
responses, or randomly allocated to a module if these were even.

Quotas were applied for the first modules, representative of the general population in Australeand
a minimum sample size of 1,500 respondents was reached for eaodule. Quotas representative of
the population of parents in Australia were applied for tifi&h module.
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Total unique Module Module Module 5

respondents 1&2 3&4 (parents)
Recruited via pltone 1,043 555 561 244
Recruited online 1,645 955 948 545
Total 2,688 1,510 1,509 789

Sampling

Due to the increasingwnershipof mobile phones and thelecline of landline phones, the mix of
landline and mobile numbers has changed over time; 30% of numbers were mobile numbers in 2013,
80% in 2017 and 100% in 2020.

Data calibration of trend analysis

Data collectionfor the surveyhas migrated from pure CATI (2013) to mixed CATI and online (2017) to
pure online (2020). This change in methodology can impact resdltsdlow fair analysis of trend
data, a calibration of the data was applied to historic data to allow trend comparison

Trends from 20170 2020 are established by comparing online data to online data (with the 2017
online data reweighted to be representative by age, gender and location in isolation to the CATI data).
Trends from 20130 2017 were established by compagnCATI data to CATI data (with a separate set

of weights applied to the 2017 CATI data). Trends prior to 2013 were as reported.

Historic trend data may therefore differ from data published in previous ye&srther calibrations
should not be necessary for future waves of the sunassumingan online data collection
methodology is maintained.

Fieldwork

The survey fieldwork started on 17 February 2020 and was completed on 16 March 2020. The
recruitment via ghone was conducted by a combination of SMS and human interviewers. Human
operators are essential to maximise response rates. Their role is to build rapport, explain the
importance of the survey and maximise the trust respondents have in clicking on the I8iWSNVhere
appropriate, they discussed the prize draw incentive associated with this stud@ye interviewers had
the capability to send (or resenddn SMS with a unique linkr an email f the respondent preferredit.

All telephone interactions with repondents were conducted bthe fieldwork team at Lonergan

offices inthe Sydney CBD. The SMS and email contained broad information about the survey, the
survey link and optout messaging. Responses to both were monitored by both an Al (to ensure opt
outs were actioned immediately) and a human to address any more complex queries.

1 The prize draw incentive for this study was a cash prize of $1,000 (NSW Perrbit R$/20/42087)
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Additional COVIDR19 survey

The additional survey measuring attitudes to privacy specifically in the context of Australians
adapting to COVIEL9 social distancing and selfolation measures was conducted among 1,004
members of a research panel between Tuesday 7 April and Thursday 928@@0 The data was
weighted to the latest population estimate by the Australian Bureau of Statistics. This survey was
conducted online, solely usig an online research panel. This data is reported in Chapter 12 of this
report.

Glossary

Statistics shown in this report are regularly compared across demographic groups. The standard
format to compare these in this report is as in the following exampe@=J = | ; >y A AK 9F 9:
used to introduce the comparison.

1 Example: The privacy of information and data when choosing a digital service is much more
important to older Australians than younger ones (50+ years 90%; c#®Bgears 79%, 184
years79%)
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Part 1:Introduction to privacy

WhatlprivacyAmeans to Australians

Respondents were asked to describe in their own words what privacy means to tidmmatically,
there are6 main groupsof responses:

1. theA<=9 G> C==HAF? GF=AK AFXQA®WE9LAGF HJAN9L= 9Fc<

2. theA<=9 G> @INAF? ; GFLEW®®H GN=J GF=AK AF>GJE9LAGF
3. the concept of protection against harmful practices and secur{fy9%)

4. t@= A<=9 G> DANAF? >J== > davfuAightiche feftalondd8% 9 F< E¢
5, t@= A<=9 G> FGL @INAF? GF=AK AF>Q@IEAMHIAGF K@9J=<

6. the right to security and respedii1%).

Figurel: What privacy means to Australians (unprompted, categdriseresearchers)

Info is kept confidential, private 40%
Having control / the right to choose 27%
To live free from interference / restrictions 16%

'"F>G AK FGL KGD< GJ H9KK=< 16% LG 9 L@AJ< H9JLQ

Protection of information 8%
Info is not misused / used against me 6%
Security, scams, hacks, leaks 6%
To feel safe/comfortable 5%
Not being observed/watched 4%
An entitlement or human right 3%

Respect 2%
Not public / made public =~ 2%

Info won't be gathered without permission or reason 1%

Other 8%
R) '"F QGMJ GOF OGJ<Kd HD=9K= L=DD E= 0@9L ~2HJRAN9; QB E
unprompted. Base: Australians 18+ (n=1,451)
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Privacy is more likely to mean having control over personal information to Australiaiih a higher
level of education and higher income earnefSor1lin 3 (31%) Australians with a household income
over $100k, privacy means having control over persomébrmation; this compares with 28% of those
earning $76%99k and only 25% of those earning less than $70k.

Those in regional areas are also more likely to mention the idea of cor{82%o); only 25% of those in
metropolitan areas mentioned the idea of carol.

Living free from
interference / right

fo izl Privacy is more likely to evoke
210/0 ‘ the right to be left alone to older

@ Australians, as well as the idea of
My information not ‘ not having one’s information

being passed on )
withoEtppermission shared or sold to a third party.

17%

Twenty-one percentof Australians aged 50 and over feel that privacy means the right to be left alone,

9F< pp6 E=FLAGF=< L@= A<=9 G> FGL @9NAF? GF=AK AF
Australians are less likely to associateetbe ideas with privacy: 16% of those aged@band 17% of

those aged 184 mentioned the right to be left alone; only 7% of Australians ageét9%nd 5% of
Australiansaged8r f E=FLAGF=< L@= A<=9 G> FGL @9NAF? GF=AK

party.
Themostcommon words used by Australians in their response are information, personal, priaacy

shared. However, the relatively high use of words like consent, disclose, permission, secure, access
and right are evidence that Australians arersidering many important concepts in their responses.
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Figure2: What privacy means to Australiafwgord cloud)
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The importance of privacy

The majority of Australians (70%) see the protection of personal information as an important issue
and a major concern in their life. Although privacy is important across most demograghocips,

there are variations by age and level of technology adopti@ider Australians arenore likely to

value protection of their personal information highly, with 73% of those aged 50 years and over
feeling that this is a major concern in their lif€his compares with 68% of those aged-89 and 66%
of those aged 184 who feel that protection of their personal information is a major concern.

Figure3: Percentage of Australians concerned almerisonal information protection

Total agree
70%
2%
7% = Strongly disagree
22% Disagree
Neither agree nor disagree
39% Agree

m Strongly agree

Protecting my personal information is a
major concern in my life

B2_1. Thinking about data privacy, to what extgotou agree or disagree with each of the following statements?
Base: Australians 18+ (n=1,506)

Early adopters of technology are the most likely to strongly agree that protecting their personal
information is a major concern in their lif6é 2in 5 (40%) eay adopters strongly agree, which
compares with an average of 30% among the Australian general population.

Early adopters of technology

The speed at which Australians adopt technology often influences their attitude
and behaviour towards privacy, partidarly early adopters of technologyive

percentof the populationare early adoptersvho are the first to try a new

technology. Early adopters are the most likely to have a very good to excellent
knowledge of data protection(53%); in contrast, 23% of the Australian general
HGHMDO9LAGF J9L= L@=AJ CFGOD=<?= G> <9L
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The importance of privacy when choosing a digital service

Concerns around privacy of information are even more prevalenthia digital space Eighty-four
percentof Australians consider the privacy of their information to be extremely or very important
when choosing a digital service (including 5480 say it iextremely important).

The privacy of information and data when choosimagdigital service is more important to older

Australians than younger onestunger Australians aged 184 are the least likely to feel this is

lextremely importanA  OT' %x66J] ; GEH9J=< OAL@ L @= MKLJ9DA9F 9N
important when choosing a digital service.

Figure4: Importance of privacy when choosing a digital service

2% 2% 2% 2% 1% 1%

2% 2% 9 1% 2% . A
o L 3% o 2% 9% - GFAL CFGO
0

(o 0, 9
14% 19% 16% . Not important
Quite important

= Very important

m Extremely important

Total 18-24yrs  25-34yrs  35-49yrs  50-64 yrs 65 plus yrs
(n=1,510) (n=108) (n=302) (n=391) (n=383) (n=326)

A2. Thinking of choosing a digital service, how important is the privacy of your information and data when choosing a
digital service (e.g. any app or program on a phone or laptop)? Base: Australians 18+ (n=1,510)

At the time of choosing which app or program to download, Australians consider the privacy of their
datato be more important thanall other considerations such as qualitgpnvenienceor price.More
than halfof MKLJ 9 DA9 FIKQ O 316 HhBMANEDr,5EAnd Sdst important element

at the time of choosing a digital service, making privacy far more important to Australians than the
reliability of the service or app (35% rankKis first or second).

Younger Australiansaged 1&4,areD= KK DA COmQ G 9LL® JHIFAGBShosQporfait L @= L G|
elements(54%). Older Australians, especially those aged 65 and over (82%)much more likely to
HDO9M@&E d49L9 HJANS; QA AF L@=AJ LGH
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Figureb: Importance ofispects when choosing an app or program to download

m 1st 2nd 3rd

My data privacy _ 18%
Reliability / No bugs - 24% 16%
Quality - 17% 21%
Makes my life easier- 12% 14%
Price - 14% 13%
Reputation - 12% 13%

New and innovative I4% 7%
3%

15%

Al. Please rank each of the following in order of importeasegchoosing which app or program to download. Base:

Australians 18+ (n=1,510)

On an unprompted basis, the top reasons for considering data privacy important at the time of
choosing a digital service are privacy and protectionpgrsonalinformation (22%),ownership and
control of access tahe personalinformation (22%), concerns such as fear of scams, hacks and fraud

(21%) and personal harm/security (11%).
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Figure6: Reasons privacy is important in digital services

For privacy & protection of personal information 22%
Ownership & control of access of my personal information 22%
Fear of scams, hacks, fraud 21%
Personal harm / Security 11%
Avoid misuse / use or access without consent 10%
Avoid sharing/selling to 3rd parties 8%
General importance / General concern 8%
Avoid unwanted advertising/marketing 4%

Other 11%

A3. Why do you say thattnprompted (After levels imfiportanceof privacy at the time of choosing a digital service).
Base: Australians 18+ who consider the privacy of their information quite to extremely important (n=1,385)

Incidence of negative pri\acy experiences

The majority of Australians (59%) have experienced problems with the handling of their personal
information in the past 12 months. Most occurrences relate to unwanted marketing communications,
with 43% receiving unsolicited direct marketgwithout consent orthat they were not able to
unsubscribefrom. Thirty-one percenthave had their personal information collected (with or without
consent) when this was not required to deliver the service.

The majority of Australians (59%) have experienl problems with the handling of their personal
information in the past 12 months.

The majority of Australians (59%)
590/0 have experienced problems with

the handling of their personal
information in the past 12 months
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Figure7: Percentage of Australians who experienced mishandling of personal information

Your personal information was used for unsolicited direct

0,
marketing without your consent 30%

Total marketing
communication

You were not able to unsubscribe from marketing .y issues 43%
communications 0

You had to provide personal or sensitive information to a
business when you preferred not to, and this was not 16%
required to deliver the service

Your personal information was collected by a business Totalinformation
without your consent, and this was not required to deliver 15% required / collected
the service when not necessary31%

You had to identify yourself to a business when you
preferred to remain anonymous, and your identity was not 15%
required to deliver the service

You were not able to access, update or delete personal

0,
information held about you 14%

Your personal information was stolen by hackers or other

. 11%
criminals

Your personal information was disclosed intentionally by a
business without your consent, and this was not required to 10%
deliver the service

7GM ; GMD<FAL >AF< GJ 9;;=KK 9% GJ?9FAK9LAGFAK HJAN

Your personal information was disclosed accidentally

0,
without your consent %

None of the above 41%

A9. Have you experienced any of the following types of problghisow your personal information was handled in
the past 12 months? Base: Australians 18+ (h&)L,5

Half of Australians aged 50 and o@9%)have experienced problems with how their personal
information was handledbecause ounwanted marketing communicationsThis is only true o2in 5
(42%) Australians aged 3 and 35% ofAustralians aged 1-84.
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50+
49%
Half of Australians aged 50 and
over have experienced problems
with how their personal
information was handled as a

result of unwanted marketing
18-34 communications

35%

35-49

42%

Males (34%and people aged 184 (35%)are the most likely to report that their information was
collected when it was not required to deliver the servideemales (27%) are less likely to report this
happening, as are those aged 3® (27%) and those aged 50 and over (30%).

Onein 2 males (50%§gxperienced problems other than marketing, while on®jin 5 (40%) females
reported the same.

Early adopters of aw technology are more likely to have experienced a problem with how their
personal information was handled79%) compared t058% ofthose who adopt technologies later

Digital data practices

2@= L=JE | <A?AL 9 Dhroughbudthelduh@y, ahdAhiszeliolt toA K M
encompass a range of online activities involving personal information and user

data, including location tracking, targeted advertising and selling or sharing
information with third parties.
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Incidence of datadriven advertising

Australians believe most businesses use a variety of ddi@en advertising practices, which
potentially have an impact ortheir privacy. The practices most commonly believed to be occurring
include:

i targeting ads to people who visit theivebsite (78% think more than half of businesses do so)
9 targeting ads based on spending habits (68% think more than half of businesses do so), and
9 targeting ads based on location data (63% think more than half of businesses do so).

Older Australians are wre likely than their younger counterparts to believe that most businesses

target ads to people who have visited their websiféifty-seven percenof those aged 50 and over
reported this, while 53% of those aged 39 andlessthan half (46%) of those aged iB! believe that

most businesses target ads to people who have visited their website. Late adopters of new technology
(42%) are also more likglto believe businesses target ads to people who have visited their website,
compared with just 39% of early adopters.

50+

57%

Percentage by age who feel that
most businesses target ads to
people who have visited their
website

35-49

53%

18-34

49%

Targeted advertising based on audio conversations recorded by phones, computers or home
assistants is believed to be occurring lesien than any other practice. However, 40% believe half or
more businesses do this. The proportion of people who believe no business targets ads using the
listed data practices is very low, ranging from 2&5%.

Australian Community Attitudes to Privacy Survey 2020 Page23
oaic.gov.au



Figure8: Beligsaround the proportion of businesses that use targeted advertising techniques

= Most businesses = About half of Few businesses No businesses " GFAL
do this businesses do this do this do this know
2%
Target ads to people who have visite o 0
their website 1 <
2%
Target ads based on spending habit__ 16% 14%
2%
Target ads to people based on locatio
ata
3%
Target ads to people based on the 0
behaviour of their social media friends 2l 22
4%
Target ads to people based on the conten
of their emails or other written, electronic - 23% 24%
communications
5%

Target ads to people based on
audio conversations recorded by -- 26% 29%
phones, computers or home assistant

A18. How many Australian businesses do you think do each of the following? Base: Australians 18+ (n=1,510)

50+

48%

35-49
50% :
25-34 .

52% 18-24
50%

If I have to receive ads, I'd prefer
them to be targeted and
relevant to me
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Compared with 2017 (63%), a similar proportion of Australians (62%) are liketlyiéx that all or
most smartphone apps collect information about the people who use thgarfindingthat is
consistent across all demographics.

Figure9: Beliefs around the proportion of smartphone apps that collect information about people who usg them
year

m Don't use a smartphone
7% - 1% L0 - 1% Don't know
— 3% — 3%
None
17% 20% Few
---------- Some
-2% = Most
All or Most
m All
2017 2020

A19_2020/Q24_2017. Proportion of smart phonethbgaipsollectinformation about people who use them. Base:
Australians 18+ (n=1510 in 2020, n=711 in 2017)
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Perceived privacy risks

Australianviews about privacy riskselated to the use of personal data have shifted since 20#ssome
digital data practiceshavebecome morewidespread and evolvd in scale and accuracyl he biggest
risksidentified in 20209 J identity theft/fraudAD 5 § 68 6dat@ Fesurity/data breache&61%)

This question was unprompted in 2017 and therefore thercentages and data are not stily

comparable. However, in 201 ®entity theft/fraud was less likely to be mentioned asmajor risk

than online services and social media sites (27% for sotiatia in 201 7ollowed by 7% for identity

theft/fraud).

FigurelQ Biggest privacy risks Australians are facing today

Identity theft / fraud 76%

Data security / Data breaches 61%

Social media sites 58%

Smart phones / apps 49%

Surveillance of Australians by foreign entities 35%
Surveillance by Australian entities 26% L
Workplace privacy 17%
Location tracking 48%
Sending information overseas 41%

Profiling 31%

Artificial Intelligence
ID scanning (e.g. to enter a venue)

Credit reporting

24%

28%

27%

"GFAL CBwO

Fraud and
breaches
84%

Social media
and apps 70%

Other
organisations
47%

Data practices
and

technologies
7%

A8. What do you think are the biggest privacy risks thapkeagletoday? Base: Australians 18+ (n=1,510)

Ninety percentG> L @GK= 97?=< fR 9F< GN=J ;

GFKA<=1
their privacy. Fewer feel the same way among-83-year-olds (84%) and 1-84-year-olds (75%).
Similarly, Australians aged 50 and over (49%) are more likely to considér= F < AF ?

to>J 9 M<

9

AF>GJE9LAG

GN=JK=9KA 9EGF? L@= :A??=KL H. Jhis Nodnpa€es With 36 §f L @9 L M
those aged 3519 and 34% of those aged48F O @G > == L@9L | K=F<AF? AF>GJ
the biggest risks.
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50+

90%

Most Australians think identity

35-49 I A theft / fraud and data breaches /
840/0 I security are the biggest threat
to privacy

18_34 . ]

75%

Aquarter(24%)of=9JDQ 9<GHL=JK G> F=0 L=; @QFGDG?A=K >
biggest risksd this is only true among 17% of later adopters.

Levels of comfort with data practices

Australians are concerned about digital data practices suas information sharing (where personal
information or user data is passed from one organisation to another for government, commercial or
other purposes), location tracking and targeted advertising. Their level of discomfort with some of
these practicess high, consistent with thévelief thatthe practices are widespread and create
considerable risls such as identity theft.

Comfort with information sharing by organisation type

Just overa third (36%)of Australians are comfortable witlgovernment agencis sharing their
personal information with other AustraliafGovernment agencieswhile 40% areincomfortable with
this. Australians are far less likely to be comfortable wilovernment agencies sharing their personal
information with businesses in Australia (15% comfortable, 70% uncomfortable) and businesses
sharing their personal information with other Australian organisations (13% comfortable, 70%
uncomfortable).

Note:Comfrt is used when assessing how people feel about various actions. Trust is used when
assessing how people feel about various organisations. There is some crossover with questions about
organisations combining comfort and trust responses. Confidence is lHaraative description for

trust with respect to organisations.

Australians are more likely to be comfortable (36%) with government agencies sharing information
with other government agencies now, compared with 30% in 2017. Similarly, the proportion opjeeo
who are uncomfortable with this practice (40% in 2020) has decreased since 2017 (45%).
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Figurel1: Comfort with information sharing by organisation &/p

= Very Somewhat = Neither comfortable = Somewhat m Very Don't
comfortable comfortable nor uncomfortable uncomfortable uncomfortable know

Government agencies sharing your
personal information with other 8% 28% 23% 22% 18% 2%

Australian government agencies

Government agencies sharing your
personal information with businesses 9% 14% 29% 1%
in Australia
Businesses sharing your personal
information with other Australian 8% 16% 31% 1%
organisations
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Figurel2 Comfort with government agencies sharing information with other Australian government agencies over
time

2% 2%
Don't know
18%
m Very uncomfortable
i 22% Somewhat uncomfortable
0
Neither comfortable
. 23% nor uncomfortable
23% Somewhat comfortable
28% m Very comfortable
22%
2017 2020

B14_2020/ Q142017 And how comfortable or uncomfortable are you with governmentegsisharing information
with othergovernmentagencies? Base: Australians 18+ (n=1,506 in 2020, n=717 in 2017)
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At least half of Australians are uncomfortable (aBdh 10very uncomfortable) with digital pl&#forms
and other online businesses like social media sites:

9 tracking their location through their mobile or web browser (62% uncomfortable, including 37%
very uncomfortable)

1 keeping databases of information on what they have said and done online (62% nnficdable,
including 36% very uncomfortable)and

9 targeting advertising based on what they have said and done online (58% uncomfortable,
including 31% very uncomfortable).

Figurel3! GE>GJL OAL @ datdprattitce9 D HD9L>GJEKB

= Very Somewhat Neither comfortable = Somewhat = Very
comfortable comfortable nor uncomfortable uncomfortable uncomfortable

3%
Digital platforms/online businesses
tracking your location through your 11%
mobile or web browser

21% 25% 37%

keeping databases of information
on what you have said and done
online

- . . 3%
Digital platforms/online businesses
I 11% 21% 26% 36%

- : : 3%
Digital platforms/online businesses
targeting advertising at you based I 13%
on what you have said and done
online

23% 27% 31%

A16. How comfortable are you with each offtitlewingdata practices? Base: Australians 18+ (n=1,510)

There are variations in levels of discomfort with digital practices across age demographics. In general,
older Australians are less comfortable and younger Australians relatively more comfortable with each
practice. Australians aged 65 years and older arpially uncomfortable with each of the identified

data practices:

1 74% are uncomfortable with location tracking (including 47% very uncomfortable)

1  75% are uncomfortable with businesses keeping databases on what they have said online
(including 46% very unamfortable), and

1  73% are uncomfortable with targeted advertisements (including 45% very uncomfortable)
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Those aged 65 and over are most likely to be very uncomfortable with each practice

1 45% ae very uncomfortable with digital platforms/online businesséargeting advertising
based on what they have said and done online

1 46% are very uncomfortable with digital platforms/online businesses keeping databases of
information on online behaviourand

1  47% are very uncomfortable with digitadlatforms/online businesses tracking their location
through their mobile or web browser.

In comparison

1  only 20%of Australians aged 124 are very uncomfortable with targeted advertising by digital
platforms/online businesses

1 20%o0f 18-24-year-olds are vey uncomfortable with digital platforms/online businesses keeping
databases of online behavioyand

1 22% are very uncomfortable with location tracking by digital platforms/online businesses

Figurel4: High discomfor{% very unomfortable) with digital platform/online business data practices g a

m18-24yrs m25-34yrs m35-49 yrs 50-64 yrs 65+ yrs

33%

31%

Digital platforms/online businesse®igital platforms/online businesse®igital platforms/online businesses
targeting advertising at you basedkeeping databases of informatiortracking your location through your
on what you have said and done on what you have said and done mobile or web browser
online online
A16. How comfortable are you with each of the following data practices? Base: Australldr(e2808) / 254 (n=302)
/ 3549 (n=391) / 564 (n=383) / 65+ (n=326)

Respondents were asked to provide other examples of data practices of digital platf@nusonline
businesseghey are uncomfortable with. Despitehigh levels of discomfort with the examples
provided, the majority could not think of any othgsracticesthey were uncomfortable with (49%
FGEAF9LAF? FGL@AF? GJ <GFAL CFGOO0
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Of those who did nominate an additional practice, the sale, use or exchange of personal information
without consent (11%)was most likely to create discomfort, followed by the practicessaicial media
businesseq10%). Some felt discomfort with digital platforms and online businesses (7%) and
advertising or spam (7%).

While no Australiansaged I B E=FLAGF=< | L@= K9D= GJ MK= G> H=JKG]I
asaconcern,theywer L @= EGKL DAC=DQ LG E=FLAGF | KG; A9D E=«<
KAEAD9JDQ DAC=DQ LG E=FLAGF | K9D= (1®4of thidsecaged> H=J KG
25-34, 9% of those aged 30 and 14% of those aged 0

In contrast, likelihood & concerns about social media decreases with age: 14% of those age&a#125
9% of those aged 389 and 7% of those aged 50 ovéFhese are unprompted and may be impacted
by higher levels of salience of social media as well as higher levels of concern.)

General acceptance of data practices

Most Australians (58%) agree it is fair enough they share some information if they want to use a digital
serviceandA> L@=Q @9N= LG J=; =AN= 9FQ 9<KJ] L@=QA< HJI=>
However, they ge concerned if personal information is collected whdns not required to deliver the

service (Figure 7Eighty-one percentof Australians consider an organisation asking them for

personal information thatdoes notseem relevant to the purpose of the transaction to be misuse.

(Figure 19).

Figurel5 How Australians feel about data privac

| 404 | .
m Strongly disagree

13%
13%

Disagree
25%
29% Neither agree nor
disagree
Agree
51% 35% = Strongly agree
0,
It is fair enough that | share > ! @IN= LG J=; =AN= 9<KJ 'A<
some personal information prefer them to be targeted
if | want to use a service and relevant to me

B6_1 & B6_3. Thinking about data privacy, do you agree or disagree with the folBasegAustradins 18+ (n=1,506)
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Levels of comfort by purpose and organisation

Business use of personal information

Overall levels of comfort with data practices vary according to the type of information collected, the
organisation involved and the purpose behind iEommercial profiling activities generally drive
higher levels of discomfort among Australians than government data practi¢es. example:

1 fHO0 9J= MF; GE>GJLY9: D= OAL@ 9 : MKAF=KK ; GDD=; LAF
to decide on location ad content of billboards/outdoor advertising

1 55% are uncomfortable with a business creating profiles about consumers based on data
collected about them, and

1 53% are uncomfortable with a business combining data about their customéos €xample,
loyalty card transaction history) with other dataf¢r example,IP address, type of browser used)
to better profile their customers.

Older Australians are the most likely to be uncomfortable with each of the above practioes
particular, 66% of those aged 50 and over are very uncomfortable with businesses creating profiles
about consumers based on data collected about them. This compares with 55% of Australians aged
3549 and 40% of Australians aged-38 who feel the same way.

Early adpters of technology are the most likely to be comfortable with the creation of consumer
profiles (32% somewhat comfortable or very comfortabjeyhich compares with 17% of later
adopters. T@G K = O @G@ist theBdcidllmediandustry aréar morelikely to be uncomfortable
with the creation of consumer profiles (67%) than those who do (26%).

55%

Half of Australians (55%) are
uncomfortable with businesses
creating a profile based on data
collected about them
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Figurel6: Levels of comfort of Australians with business use of data
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Government use of personal information

Government use of personal data is much less likely to make Australians uncomfortable. Of the data
practices listed, Australians are jusss likely to be comfortable (37%) as uncomfortable (34%) with a
government body using biometrics and smart technologies for the delivery of services (for example,

LG N=JA>Q H=GHD=AK A<=FLALQ

:Q H@GF =04

The majority of Australians are more likely to berg@ally comfortable with other practices, such as
law enforcement using facial recognition and video surveillance to identify suspects (58% are
comfortable, 23% uncomfortable) and a government body using surveillance for public safety (56%

are comfortable,22% uncomfortable).

Those most concerned about their privacy are more likelybi® uncomfortable with these practices
than average Twentyseven percenbf those for whom protecting personal information is a major
concern in life are uncomfortable with law enforcement using facial recognition, 26% with
surveillance for public safetand 38% with the use of biometrics to deliver services.
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Figurel?. Levels of comfort of Australians with government bodies/law enforcement using data
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Government use of personal information for research purposes and policy
development

When it comes to a government agency using the personal information that was provided to them
for research or service and polidevelopment, 40% of Australians are comfortable with this and

27% are not. This result is generally consistent with the 2017 surupy2% comfortable anddown
3% uncomfortable).

Figure1l8 Comfort with personal information provéd to government agencies and departments being used for
research, service development or policy development purposes

u Very Somewhat = Neither comfortable » Somewhat = Very "GFAL «
comfortable comfortable nor uncomfortable uncomfortable uncomfortable

2017 31% 30% 20% %

2020 31% 30% 17% 3%

RUotP 6t 6 € /RRotro6tV 6] &GO ; GE>GJL9: D= GJ MF; GE>GJL9: D=
provided to government agencies addpartmentsbeing used for research, service development or policy
development purposes? Base: 2020 (n=1,208) (n=704)

Australian Community Attitudes to Privacy Survey 2020 Page35
oaic.gov.au



What Australians consider a misuse of personal information

The vast majority of Australians étween 72% and 84%consider all of the data practices measured
to be a misuse of their personal information. Among the most likphacticesto be considered a
misuse(84%) isan organisation using personal information in ways that cause harm, loss or distress.

More than4 in 5 Australians(84%) consider supplying information to an organisation for a specific
purpose andthe organisationusing itfor another purposeo be misuse.

A similarpercentage(81%) consider an organisation asking them for personal information that

< G = K FrArelevintte the purpose of théransaction andrecording information on the websites
they visit without their knowedge to be a misuse. This is particularly the casié tracking of online
activity leads to the price of a good or service being varied (79%).

Seventynine percent ofAustralians consider an organisation inferring information about thefor(
example,sexual orientation, mental health, political views) based on what they do onlinebe
misuse.

Eighty-three percent of Australians feel their personal devices listening to their conversations and
sharing data with other organisations without their knowledge misuse as well as an organisation
collecting information aboutthem in ways that they would not expectdr example,an app scanning
information about other appsusedon aphone).Unexpected collection of information is most likely
to beconsidered a misuse by those aged 50 and over (88%).

Australiansare just as likely to feel an organisation revealing their information to other customera is
misuse (83%) aan organisation revealing their information to other organisations (82%)lder
Australians aged 50 and ovegre the most likely to feel both practices are a misudénety-two
percentconsider revealing their information to other customers a misuse, while 90% consider an
organisation revealing their information to other organisatis a misuse

In contrast, only 73% of those aged-B3 consider an organisation revealing their information to
other customers a misuse and 74% aged-348 consider an organisation revealing their information to
other organisationsto bea misuse.

Early adgters of new technology are the least like{y4%)to consider sharingnformation with other
organisations to be a misuse of personal informatipcompared with 84% of later adopters.

840/0 84% regard their personal

information being used for other
than the purpose or manner it
was collected, or revealed to
others is a misuse
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Figurel9m MK L J 9 DA 8aehkd&a practibeAsa mikused. @9 L

mYes = No Don't know

An organisation uses my personal information in ways tha 0 o
cause me harm, loss or distress e B 8%
| supply information to an organisation for a specifi
PPl org peciig 84% S 7%
purpose and they use it for another purpose
My personal device listens to my conversations and sharé
y Perso NS fo My ¢ 83% Y 7%
that with other organisations without my knowledge
An organisation collects information about me in ways that
g 4 83% S 8%
| would not expect
An organisation reveals my information to other customer?%
An organisation reveals my information to other
9 'S My 82% Y 9%
organisations
An organisation asks me for personal information that
g P \ 81% 7 9%
doesn't seem relevant to the purpose of the transactio
An organisation monitors my activities on the Internet,
recording information on the sites | visit without my 7%
knowledge

B9/B10/B11/B12. B9. Thinking now about the way that your personal information is handled by private or public sector
organisations, which of the following instances would you regard to be a misuse of your personal iofiirfBatie:
Australians 18+ (n=1,506)

Compared to 2017, for the elements measured in both years, Australians@aremore likely to
considereachdata practice a misuse of their personal informatiomhe biggest increase is for an
organisation asking for information that doesn't seem relevant to the purpose of the transactigm (
7%), followed bysupplying information to an organisation for a specific purpose that is used for
another purpose(up 5%).

DL@GM? @ D=KK DAC=DQ LG
GN=JK=9K HJIG; =KKAF? ; =FLJ=A

K==F 9K 9 EAKMK=J] L@=1J
)
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Figure20 Proportion of Australians who consider each data practice is a misus@pQ3

F GJ?9FAKS

— reveals my information to
other organisations

e reveals my information to
84% other customers

0
83% 82%

82%
809 81% monitors my activities on
79% the Internet, recording

0 information on the sites |

visit without my knowledge

76%

74% 74% | supply information to an
organisation for a specific
purpose and they use it for

68% 70% another purpose
asks me for personal
information that doesn't
seem relevant to the
purpose of the transaction

sends my data to an
overseas processing centre

Years 2013 2017 2020

B9/B10/B11_2020. Thinking now about the way that your personal information is handled by private or public sector
organisations, which of the following instances would sggardto be a misuse of your personal information? Base:

Australians 18+ (n=950).
Q12_2017. Which of the following instances would you regard to be a misuse of your personal information? (n=632)

Noted F GIJ?9FAK9LAGF J=N=9DK EQ AF>GJE9LAGF LG GL@=J GJ?9FAK9L
organisation thatyoul@d® N=Fz L <=9DL OAL@ ?=LK @GD< G> QGMJ H=JKGF9D AF>GJ
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Sending data overseas

Three-quarters of Australians (74%ponsider&d GJ? 9 FAK9LAGF K=F<AF? ; GFKME=
processing centrego bea misuse of personal informatiorThis is a lowelevel of concern than for

other data practiceslisted. Fewer Australiangonsiderthis practicea misusethan all other practices

listed, with the exception oEmployersrequesting access to social media accountsrih their

employees (72%).

Forty-one peacent of Australians believe that sending information overseas is one of the biggest

privacy risks people face today. Fifix percent of Australians are very concerned about
GIJ?9FAK9LAGFK K=F<AF? L@=AJ ; MKL GEers@aklAtottd 92K GF 9D A
of Australians are somewhat to very concerned about this practiéestralians were just as

concerned about this in 2017 (92% concerned) as they are in 2020.

Althougholder Australians arenost likely to feel concerned about thi§96%),4in 5 (79%) of those 18
to 24 years are concerned

Figure21: Concerns of Australians regarding their personal information being sent overseas

Total concerned 92%

2% . -
5% GFAL CFGO

Not concerned

36%

Somewhat concerned

m Very concerned

B13. How concerned are you about organisatesradingl @= A J ; IrkohaGifforndatoB froid Australia to
overseas? Base: Australians 18+ (n=1,506)
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Despite an increasing proportion of Australians consideritigir personal information being sent to
an overseas processing centte be a misuse, Australians are no more canmned aboutthis now than

they were in 2007.

Figure22 Concerns of Australians regarding their personal information being sent overseas

2%

3% 3% }
5% "GFAL CFGO

6% 6%

Not concerned
= Somewhat concerned

m Very concerned

2007 2013 2017 2020
9J= QGM 9: GpédisondgbidfGrakion flonlAdstliako K=F < AF ?

RR] &GO ; GF: =JF=«<
overseas? Base: Australians 18+ (n=1,506)
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Threequarters (/5%) of Australians care enough abadtie protection of their personal information to

lactually do sometling about itA 9 F B0%EIBV@ it is too much effort to protect the privacy of

their data (cf. 42% disagree. @= : =DA=> L @9L AL ﬁakhong @dér AksMgliags, = > > GJ L
aged 50 and over (77%)

Younger Australians are less likdtycare enough tdake actionto protect the privacy of their
information and are more likely to agree i$ too much effort to protect the privacy of their data

Earlyadopters are more likely to strongly agree that they care enough about protegtheir personal
information to actually do something about it (38%; cf. average 27%).

50+

77%

35-49 Care enough to take action to
750/0 protect their privacy

25-34 G

76% 1524
66%
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Figure23 MK L J 9 D A9 F KltectingtieihdataK 9 : GML

Total agree 30% 75%
— e, 10,
3% 1% m Strongly Disagree
21%
Disagree
30%
Neither agree nor disagree
48%
27% Agree

m Strongly agree

23%
It is too much effort to protect the | care enough about protecting my
privacy of my data personal information to actually do

something about it

A7_3. Thinking aboufata privacy, to what extent do you agree or disagree with each of the following statements?
Base:Australians 18+ (n=1,506)
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Almosta quarter(23%9 of Australiansrate their levels of knowledgabout privacyas excellent or very
good, whereas 40% rate their knowledge as fair to poor. There is a strong correlation by age, with
younger Australiangiged 1834 more likely to rate their knowledge asxcellent or very gooq29%).
Older Australians are less liketo rate their knowledge as excellent or good, with 25% of those aged
3549, 21% of those aged 8% and 15% of those aged 65+ doing so.

Early adopters of technology are far more likely to rate their knowledge as excellent or very good
(53%), compared wh 23% of all Australians.

Figure24m MKLJ9DA9FKB CFGOD=<?=sG> <9L9 HJGL=; LAGF 9F< HJA|

m Poor
0,

20% Good
24% 28%
29% Very good
34% 35%
m Excellent
42%
37% s8% sl
32%
38%
28% 21% 19%

19% 17%

14%
5% s 1% T% 4% e

All Australians 18-24 years 25-34 years 35-49years 50-64 years 65+ years
(n=1,510) (n=108) (n=302) (n=391) (n=383) (n=326)

A4. Before today, how would you rate yknowledgeof data protection and privacy rights? Base: Australians 18+
(n=1,510)

Australians have a very strong understandingvatiy they should protect their personal information
(85% agree) but are less sunew they can do this (49% agree). Three5(69%) care about data
HJANY9; Q] : ML <GFAL CFGO 0@9L LG <G 9: GML ALy
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Figure25 Australian® : = D Atecting thé&k persbindihformation

m Strongly Agree Neither agree Disagree m Strongly
agree nor disagree disagree

;9J= 9: GML E <9L9 H T M ! <GFAL_CFG O
' .Q Q 412% 25% (?LS% 3‘%‘
to do about it

personal information

| have a clear understanding of why | should prote . .
my personal information 44% 12%

A7. Thinking about data privacy, to what extentydaagree or disagree with each of the following statements? Base:
Australians 18+ (n=1,510)

Ih [ derstanding of how | tect
ave a clear understanding of how | can protec m. 38% 31% 17% I3%

2%

1%

Younger Australiangl8-34)are more likely to know how to protect their personal informatid®4%),
as are early adopteré72%) Lessthan half (47%) of later adopers know how to protect their personal
information. Similarly, 51% of those aged 3B feel they know how to protect their personal
information and only2in 5 (43%) of those aged 50 and over feel the same way

59%
59% care about data privacy but
don’t know what to do about it
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Actions Australians are taking to preéect their privacy

Although3in 5 Australians say they are unsure about how to protect their privacy, many are already
undertaking a range of data protectioactivities. At some point, 57% of Australians have deleted an
app and another 57% have denied app permission to access information. In total, 70% of
Australians have done either or both. Other privacy protection measures Australians have taken
include reading a privacy policy in full (29% of Australians have done this), requesting that their
personal information is deleted (23% of Australians have done this) and chiaggrovider (13% of
Australians have done this).

Younger Australians are the most likely to have changed provid&fs of 1834-year-olds have done

s0), as opposed to 12% among othAwstralians. Older Australians are the most likely to have given

up on using a service out of concern for their privacy with 6% of those aged 50 or over, as opposed to
2% among other Australians.

Figure26. Actions taken bywustraliars out of concerfortheir data privacy

Deleted anapp

Deleted an app S7% and/or demied an

app permission to

) o ) ) access information

Denied an app permission to access information 57%
70%
Read a privacy policy in full 29%
Requested that your personal information is deleted 23%
Changed provider 13%

Gave up on using a service (please specify the type of 4%
service) 0

Other (please specify) 1%

None of the above 20%

Al1. Have yceverdone any of the following out of concern for your data privBege: Australians 18+ (n=1,510)

Over half ofAustralians often or always check that a website is secure before provigergonal
information (56%) and clear browsing and search history (51%). A significant minority often or always
adjust privacy settings on a social networking website (46%), turn off GPS or location sharing on a
mobile device (44%) and shred documents (41%
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Three in10or fewer often or always turn off smart devices (30%), choose an app or software because
it had better privacy practices (30%), ask public or private sector organisations why they need their
information (27%) or provide false personal details (13%).

Figue272. MKLJ9DA9FKB H9JL Agcthitie9 L AGF AF <9L9 HJGL=; LAGF
m Always = Often Sometimes Rarely Never "GFAL CF
Read privacy pollples bef(_)re providing 34% 20% 10% 2%
personal information
Use an ad_ block_er, VPN, privacy-focused _ 24% 14% 2906 7%
web search engine or incognito mode when browsin
Choose not to deal with an organisation 0 o ol
because of concerns regarding privacy.- 39% e

Turn off smart devices .- 31% 20% 14% 5%

Choose an app or software because i o 0 0 0
had better privacy practices .- 2% .
Ask public or private sector organisations 0 0 0
why they need my information S L8 i 3%
3%
Provide false personal details I. 24% 18% 42% 3%

A12. How often do you participate in the follonacgvitiesZ ¥ 9K=wm MKLJ9DA9FK R

o
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a0+

35%

Younger Australians are more
35-49 likely to adjust privacy settings on
520/0 social networking websites

18-34

55%

OlderAustraliansaged 50 and oveare significantly more likely than their younger counterparts to
always or often shred document&3%)and ask public or private sector organisatismvhy they need
their information (31%).

Athird (32%)of Australians aged 339 reported that they often palways shred documents and a
similar proportion of those aged 134 reported likewise (32%). Just undarquarterof those aged 35
49 (24%) and those aged 18! (24%) often or always ask public or private sector organisations why
they need their informaton. Younger Australians aged 43 are the least likely to provide false
personal details (25%).

5o+ 18-34 To protect their privacy, older
Australians are more likely to
« @ shred documents and younger
S e . 3
.] Australians are more likely to
"""" ' provide false information
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Younger Australians are much more likely than their older counterparts to often or always use an ad
blocker, VPN, privacfocused web search engine @amcognito mode when browsing40%), or to

adjust privacy settings on social networking websit€s5%). Thirty percent of those aged -3® and

27% of those aged 50 and over always use an ad blocker, VPN or pfivaiesed web search engine

or incognito mode when browsing.

50+

30%

Younger Australians are more
35-49 likely to often or always use an ad

300/0 blocker, VPN, privacy-focused web
search engine or incognito mode

18-34

40%

Half of females (50%wften or always adjust privacy settings on social naiwkking websites, while

only 2in 5(42%) of males do likewise. Females are significantly more likely (49%) than males {89%)
loften, or always turn of GPS or location sharing on mobile devideslowever, females aress likely
(28%) than males (36%p loften, or always use an ad blocker, VPN, privdogused web search

engine or incognito mode when browsimgA quarter of females (25%) never use these tools.

9 50%
Women are more likely than men

o to often or always adjust privacy
d42 /0 settings on social media,

turn off location sharing

9 49%
39%
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Early adopters of new technolggare twice as likely{{25%)compared tothe national averagg13%)to
provide false personal informationEarly adoptes are also significantly more likely than the average
Australian to always or often participate in the following activities to protect their privacy

1 turn off smart devices (53%), compared witmational average of 30%

1 ask a public or private sector organisation why they need their information (42866mpared
with a national average of 27%

1 read privacy policies before providing personal information (49%), compared with a national
average of 33%

1 choose an app or software because it had better privacy practices (46%), compared with a
national average of 30%

9 adjust privacy settings on social networking websites (57%), compared with a national average
of 46% and

1 choose not to deal with an organisatiobecause of concerns regarding privacy (41%), compared
with a national average of 31%

Compared to 2017, Australians are less likely to take any of these measures often or always, with the
exception of refusing to provide personal information (ug4 and providing false personal details (up
3%).

The behaviours with the largest declines since 2017 are asking public or private sector organisations
why they need your information (down 16%), choosing not to use an app on a mobile device because
of concerrs over handling your personal information (down 13%), shredding documents (down 11%)
and adjusting privacy settings on a social networking website (down 10%).
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Figure28 Measures of protection of privacy always oewoftaken in 2017 and in 2020

Check that a website is secure before providing personal

56%
information (eg check for the padlock symbol in the 00
browser) 62%
. . . . . . 46%
Adjust privacy settings on a social networking website S50t
0
. . 51%
Clear your browsing and search history
55%
41%
Shred documents
52%
Choose not to use an app (application) on a mobile device 38%
because of concerns over handling your personal .
information 50%
Ask public or private sector organisations why they need 27%
your information 43%
Read privacy policies and notifications before providing 33%
personal information 38%
2020 (often
or always
Choose not to deal with an organisation because of 31% yS)
concerns regarding privacy 34%
34% 2017 (often
Refuse to provide personal information 8% or always)
13%

Provide false personal details
10%

A12_2020. In order to protect your personal information how often do you ...? (n=1,150)
Q21_2017. The following questions are about things you might haveTdgmtect your personal information how
often, if ever, do yoA=717)
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Levels of control over privacy

Almost9in 10Australians (87%) want more control and choice over the collection and use of their
personal information (2% do not). Currently,in 3 Australians (34%) feel in control of their privacy,
and1in 3(34%) do not.

Older Australians are less likely teel in control of their data privacyA quarter(27%) of Australians
aged 50 and over feel in control, as do 35% of those aged®Band 43% of those aged 18l Early
adopters (64%) are twice as likely as others (32%) to feel in control of their davaqyi

50+

27%

Younger people feel more in
3549 control of their data privacy than

350/0 older people

18-34

43%

Almost halfof Australiang46%) believe that if they want to use a service, they have to accept what
the service does with their data (30% disagree).

Sentiment is divided on the statemerihone of our personal information is private anymore, weed
to get used to iAA similar proportion of Australians agree (38%) as disagree (3%)nger
Australians 1834 are the most likely to agrewith this statement(43%) and the least likely to
disagree (27%).

However,younger Australiansire also mordikely to take control in the digital realm by adjusting
settings on social media, using aalockers, VPNs and privadpcused web search engines or
choosing an app or software because it has better privacy practidésweverthey are less likely to
shreddocuments or to aslpublic or private sector organisations why they neduaeir information.
This indicateghat contextis important, withyoungerAustralians more likely to take control of their
privacy in a digital environmentwhereas older Australianare more likely to take control outside the
digital realm.

A similar proportion ofAustralians agree (38%) as disagree (3%ith the statementthat Inone of our
personal information is private anymore, we need to get used #YoungerAustralians 1834 are the
most likely to agree with this statement (43%d the least likely to disagree (27%).
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Figure29 MK L J Belieisch HataBrivacy

m Strongly Agree Neither agree Disagree  m Strongly
agree nor disagree disagree

| feel I am in control of my data privacyl 28% 32% 26% 8%

need to get used to it

None of our personal information is private anymore, wi
one of our personal information is private anymore, 28% 23% 24%

If | want to use a service, | have to accept what the servi
. P 34% 24% 21% [
does with my data

2%

| want more control and choice over the collection an
: 43% 11%
use of my personal info

0%

B2. Thinking about data privacy, to what extent do you agree aguis with each of the following statements?
B6. Thinking about data privacy, do you agree or disagree with the following? Base: Australians 18+ (n=1,506)

Australians arealsosplit as to whether or not privacy will end up costing them more due to exoess
red tape for businesse®7% agree with this sentiment, whereas 23% disagree. There is a strong
gender split, with 33% omalesbelieving they will end up paying more due to privacy, compared with
21% offemales.The majority ofAustralians(58%)< G FuAderstand what businesses do with the
information they collect about them

Figure30 MK L J Belefs abeut data privacy arnolisinesses

m Strongly agree = Agree  Neither agree nor disagreer Disagree m Strongly disagree

I end up having to pay more because of excessi 0 0 0 0
privacy red tape for businesses e S0 e 4%

' <GFAL MF<=JKL9F< 0@ KAF= =K <G AL @ =
0, 0,
information they collect about me - &l% <o IIG@% I3 %

B6. Thinking about data privacy, do you agredisagreewith the following?Base: Australians 18+ (n=1,506)
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Over half (53%) of Australians are satisfied with the amounp@fsonaldata they can accesand use
to receive appropriate goods and servicewhile a quarter (26%) are dissatisfied.

Younger Australians are more likely than their older counterparts to feel dissatisfied with the degree
to which they can access personal data third (32%)pf those aged 184 feel dissatisfied about this,
while 31% of those aged 389 and only 17% of those aged 50 and over are dissatisfied with the
degree to which they can access personal data.

Older Australians are the most likely to not know or be unsure about the extent to which they can
access and use thepersonal data (26%)One in 521%)of Australians aged 389 and 16% of
Australians aged 184 do not know or are unsure about the extent to which they can access and use
their personaldata.

Figure31: The extent to which Australians carcessand use data

| can access all the data | nee_ 33%

| can access some of my data, which is enough 20%

| can access some of my data, but | would like to see more 9%

' i 9FAL 9;; =KK EGKL G> L@= ®¥®L9 OGMD< DAC= L

"GFAL CFGO 35 3FKMI%

A20. ktent you can access and use your dateetiveappropriate goods and services. Base: Australians 18+
(n=1,510)
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Two-thirds (64%) of Australians are unaware that they can request access to their personal
information from businesgsand government agen@s. Over half (53%) of Australians aged38

years and late adopters of new technology (56%) are unaware that they can request to access their
personal information from businesssand government agencies. This compares to 45% of those aged
3549 years andl8% of those aged over 50. Early adopters (32%) are less likely to be unaware of this
privacy right, as are those among the last (51%)ddle (47%) and first (48%) to adopt technology.

Over half(53%)of Australians aged 184 yearsand lateadopters of new technoloyg (56%)are
unaware that they can request to acceiseir personal information from businesssand government
agencies This compares to 45% of those ag@849 yearsand 48% of those aged over 50. Early
adopters (32%) are less Bky to be unaware of this privacy right, as are thas@ong the last(51%),
middle (47%) andfirst (48%) to adopt technology.

Compared to 2017, the same proportion of Australians (36% in 2017) are aware that they can request
accesdo their personal infomation held bybusinesses and government agencies.

Figure32 Percenage of Australians who are aware they can request accgesonalinformation

= Yes

"GFAL CFGO

A23. Are you aware that you can request to agaaspersonal information from businesses and government
agencies? Base: Australians 18+ (n=1,510)
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Trust in organisations

Half (49%) of Australians feel that most of the organisations they deal with eargparent about the
way they use their personal informatigmwhile close tolin 5(17%) do not.

Levels of trust ipersonal information handlingvary substantially by organisation type. Australians
consider the social media industry the most untrustwdry in how they protect or use their personal
information (70% consider this industry untrustworthy), followed by search engines (55%

untrustworthy) and apps (54% untrustworthy).

Figure33 MKLJ9DA9FKB

. = D Aganisittionsdfe wiipersohaliibkniatdis ] L @Q G

m Very Somewhat Neither trustworthy = Somewhat m Very "GFAL (
trustworthy  trustworthy  nor untrustworthy untrustworthy  untrustworthy  / not sure

e e o b oo ] i [
Federal Government Departments- 40% 21% 15% 3%
Financial Institutions ~[J608) 40% 20% 18% 2%
oo O G o o s
Insurance companies. 29% 22% 24% 3%
Companies in generald¥s  22% 35% 27% 3%

Retailers including online retailers:lﬁ 22% 31% 28% 3%
Loyalty and reward schemeslb 20% 30% 25% 4%
e w296
search engines3§6 13% 26% 2% 4%

Apps 3o 12% 27% 29% 4%

Social media industry2610%  17% 26% 2%

B8. Thinking now about trustworthiness. Hioustworthyor untrustworthy would you say the following organisations
are with regards to how they protect or use your personal information? Base: Australians 18+ (n=1,506)
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Since 2007, there has been a general downward trend in trust in most of the categories piexen
Trust in companies in general is down by 13%ust in Federal Government departments is down
14%, with a steady decline in trust over the past 13 years.

Figure34: Proportion of Australians considering eamlyanisationtrustworthy from 2007 to 2020

74% 73% 72%
70%
65% -
64% 56%
60% .
49% 56% S1%
42% 50%

25% 24%
12% 13% 11%
Years 2007 2013 2017 2020
Health service providers Federal Government departments
Financial institutions = |nsurance companies
= Companies in general Retailers including online retailers

= Social media industry

B8 2020/ Q8 _2017. Thinking now alustworthiness How trustworthy or untrustworthy would you say the
following organisations are with regards to how thgrgtect or use your personal information? Base: Australians 18+
(n=950)
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Part 2:Privacy legislation

Awareness of the Privacy Act

Only7%of Australians could name the Privacy Act as the main law that promotes and preteet
privacy of individuals in Austradi on an unprompted basigrifty-eight percentof Australians have
heard ofitbut< A< F AL CF G O1%kaméd itin@derectly 9ARNird (34%) cannot recall ever
having heard the name of this law.

While the proportion of those who can name the Privacy Act is consistent across age groups, those
who have never heard of it are more likely to be young€ortythree percentof those aged 184

have never heard of it, as have 34% of those aged3%and 29% bthose aged 50 and over.
Converselythose who have heard of it ML < GF AL G &&liRely lto@e oldEr Sisythree
percento> L @GK= 9?=< PR 9F< GN=J @9 Nashawe®®% aefthGe AL
aged 3549 and 51% of those ageiB-34.

Figure35 Percentage of Australians who are aware of the Privacy Ac

1%

.

= Have never heard of it

&9N= @=9J< G> AL : ML

= Aware and named correctly

Aware and named incorrectly

58%

A5. Are you aware of the main law that promategprotect the privacy of individuals in Australia? Base: Australians
18+ (n=1,510)
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Awareness of organisation types covered by the Privacy Act

Australians have #imited understandingof which businesses are covered by the Privacy.Act
AustralianGovernment agencies, medium to large Australian businesses and multinational
businesses operating in Australia are covered, whereas small businesses, political parties and
representatives, media organisationand businessegecordingwork-related information about
employees are notThe proportion correctly identifying organisatiotypesthat are covered ranged
from 53%to 63%, whereas the proportion correctly identifying organisation typtsat are not
covered ranged from 13%0 17%.The low proportion of people correctly identifying which business
types arenot covered is consistet with a population simply assuming that most businesses are

covered.

Figure36 Awareness of sectors covered by the Privacy Act

Left = Yes, Centre = No, Right = Don't know

m Correct m Incorrect Don't
response response know

Federal government agencies 25%

Medium to large Australian businesse 27%

Businesses collecting work related information abou 28%
employees

Media organisations 30%

Political parties and political representatives 31%

Small Australian businesses 31%

Multinational organisations operating in Australia 32%

A21. The actions of the Privacy Commissioner are determined by the Federal Privacy Acthé/fotbwihg do you
think are covered by the Privacy Act? Base: Australians 18+ (n=1,510)
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In 2017, this question was only asked of Australiaviso wereaware of the Privacy Commissioner.
Amongthis cohort, a slightly higher proportion are aware in 20&tat political parties (17%and

small businesses (15%) ar®t covered by the Privacy Aétin 2017, 15% of those aware of the Privacy
Commissioner knew that political parties werare not covered and 12% knew that small businesses
are not covered

Figure37: Awareness of sectors covered by the Privacyn 2017 ad 2020vfiltered to those aware of the Privacy
Commissioner

Left = Yes, Centre = No, Right = Don't know

m Correct m Incorrect Don't
response response know

2017 12%
2020 | TR T 5%
- an busi 2017 |, o
Medium to large Australian business 0% . 16%
2020 16%
Businesses collectingvork-related 2017 14%
information about employees
2020
2017 16%
2020 20%
Political parties and politica 2017 21%
representatives
2020 219
2017 T ETY, 215%
2020 21%
0 0,
Multinational organisations operating 2017 24%
in Australia
2020

Federal government agencie

Media organisation:

Small Australian businesse

A21_2020. The actions of the Privacy Commissiondetamninedby the Federal Privacy Act. Which of the following

do you think are covered by the Privacy Act? Base: Australians 18+ aware of the Privacy Commissioner (n=761) / Q6B.
Which of the following do you think are under the jurisdiction of the Privacy Act?iRaseaware of the Privacy
Commissioner (n=425)
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Organisations that should be covered by the Privacy Act

Almost threequarters of Australians feel that each of teexempt organisation types should be
required to protect personal information in the sam&ays that government and larger businesses are
required to.This desire for inclusion in the Privacy Act is equally high for each se&eventyone
percentthink small Australian businesses should be included, 72% for media organisations, 73% for
businesses collecting workrelated information about employeesnd 74% for political parties and
political representatives

Australians who have a higher knowledge of data protection and privacy rights are more likely to
think that some exempt sectors should reamn exempt. This is especially true femall Australian
businesseswith 28% of those with an excellent knowledge of data protection considering they
should not be required to protect personal information in the same ways that government and larger
businesses are required to (24% for media organisations, 23% for political parties and 13% for
businesses colleéhg work-related information about employees).

Among those who knew that each of these sectors is not covered by the Privacy Act:
1 69% believe political parties and representatives should be covered

1 64% believe businesses collecting warklated information about employees should be
covered

1 61% believe media organisations should be covered

1 58% believe small Australian businesses skobbe covered by the Privacy Act.

Figure38 Belief that each sector should be covered by the Privacy Act

= Yes = No Don't know

Political parties and
ouicalp . 74% 0 16%
political representatives
Businesses collecting work related information
9 73% Wy 16%
about employees

A22. The following sectors are currently exempt from the Privacy Act. Should they be required to proptersoy@lr
information in the same ways that government and larger businesses are required to? Base: Australians 18+ (n=1,510)

Australian Community Attitudes to Privacy Survey 2020 Page60
oaic.gov.au



Awareness of the Privacy Commissioner

Awareness of the Privacy Commissioner was measured on a prompted basis. Half (48%) ofiAnistra
know about this role which is an increase oP4since 2017

Australiansaged 50 and oveare much more likely to be aware of the Privacy Commissioner (b&86
well as Australiansvith apostgraduateor b9 ; @= BeGréeX34%)Fewerthan half (47%)f
Australians aged 389 and jus2in 5(38%) of those aged 184 are aware of the Privacy
Commissioner. Those with lower levels of education are less likely to be aware, with 52% of those
with anundergraduatediploma, TAFEor trade certificate and41% of thosewhose highest education
level isup to Year 12 being aware of the Privacy Commissiorerstralians who are retire@4%)or
working (51%)are also much more likely to be aware of the Privacy Commissioner than othlrsta
third (34%)of studerts are aware of the Privacy Commissioner

Figure39 Awareness of the Privacy Commissianar time

2020
0,
48% 44% 45% 2017
40%
12%  11%
Yes No Don't know

A6_2020. Are you aware that a Priv@oynmissioneexists to uphold privacy laws and to investigate complaints
concerning the misuse of personal information? Base: Australians 18+ (n=966)

Q6_2017. Were you aware that an AustraiamernmenPrivacy Commissioner exists to uphold privacy laws and to
invesigate complaints concerning the misuse of personal information? Base: Australians 18+ (n=967)
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Entity to whom Australians would report a misuse of privacy

Australians are just as likely to report a misuse of privacy to the police (37%) as the Privacy
Commissioner (38%)Amongthosewho areaware that the Privacy Commissioner exists to uphold
privacy laws and to investigate complaints concerning the misuse of personal information, 54%
would report a misuse to the Privacy Commissioner, well ahead of theqeo{B6%). Conversely,
amongthose previously not aware of the Privacy Commissiof#2% would report a misuse to the
Privacy Commissioner, 38% to the police.

Likelihood to report a misuse to the Privacy Commissioner also increases with knowledge of data
protection. Forty-four percentof those with good or excellent knowledge would report a misuse to
the Privacy Commissioner, while only 32% of those with fair to poor knowledge would do likewise.
Older Australians, aged 50 and over, are more likely to hdneRrivacy Commissioner as a point of
contact for information misuse (51%), whereas just 32% of those aged3%and 25% of those aged
18-34 would report a misuse to the Privacy Commissioner.

Figured MK L J 9 D A ednticBto rep@rianfislise & personal informatio

The Privacy Commissioner (Federal or State) 38%
The organisation that was involved 37%
Police 37%
Ombudsman 21%
Consumer Affairs (in your state) 19%
Seek advice from a friend or relative 15%
The Office of the Australian Information Commissioner 15%
Department of Fair Trading 11%
Lawyers/solicitors 8%
Federal/Local/State MP 7%
The media e.g. TV/ radio/ newspapers = 5%
Local Councll 4%
Other Government department 3%

"GFAL CFGO 14%

A10. If you wanted to report misuse of ymnsonalinformation to someone, who would youestlikely to contact?
Base: Australian$8+ (n=1,510)

Australian Community Attitudes to Privacy Survey 2020 Page62
oaic.gov.au



In 2017, this question was asked on an unprompted bdeignsure all relevant categories were
uncovered.lt changed to gorompted questionin 2020. However, based on the relative numbers of
people selecting each response, Australians are now more likely to report a misua®tivacy
Commissioner than to therganisation that was involved or to thpolice.

Figure41 Organisations people would report a misus@erfsonalinformation to in 2017 and 2020

0,
Police . 37% 2020
oY% (prompted)
The Privacy Commissioner 38% 2017
(Federal or State) 3% (unprompted)

o . 37%
The organisation that was involved °
2%

0,
Ombudsman 21%
2%

o 19%
Consumer Affairs (in your state) o °
0

A10_2020 prompted. If you wanted to report misuse of your peistoratation to someone, who would you iest

likely to contact? Base: Australians 18+ (n=964)

Q17_2017 unprompted. If you wanted to report misuse of your personal information to someone, who would you be
mostlikely to contact? Australians 18+ (n=967)
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